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Why Not Over the Air?
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Rohde & Schwarz -
From a two-man laboratory 
to a global group of 
companies  

86 years
of success

300
new products

12.100
employees

Make ideas real
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Shaping the future of communications, information and 
security

Test and 
Measurement

Aerospace◆Defense ◆ Security

Make ideas real
Broadcast and Media

Networks and Cybersecurity 
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We have supported the ecosystem with dedicated test 
solutions over the last twenty years and will do so in the 
future

R&S®PTW60 R&S®CBT
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Enhanced 
Data Rate

IPv6/6LoWPAN

IoT enhancements

Bluetooth Special 
Interest Group (SIG) 
formed by Ericsson, 
IBM , Nokia, Intel & 
Toshiba 

1.0 1.1 2.0
2.1

3.0

4.0
4.1

4.2

5.0

5.1
5.2

Low Energy (LE)

Direction Finding 

• Long range
• High speed
• Advertising+ 

Mesh
• Power Control
• Audio support
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Link Layer packet format for the LE uncoded PHYs

Bluetooth® Low Energy - physical layer overview

Modulation

Symbolrate

Bitrate

LE 1M PHY LE 2M PHY

Rx Sensitivity

GFSK
F: 250 kHz

1 MS/s

1 Mbit/s

 - 70 dBm

GFSK
F: 500 kHz

2 MS/s

2 Mbit/s

 - 70 dBm

GFSK
F: 250 kHz

1 MS/s

0.5 Mbit/s

 - 75 dBm

GFSK
F: 250 kHz

1 MS/s

0.125 Mbit/s

 - 82 dBm

LE Coded PHY
w/ S=2 w/ S=8

Preamble
1 or 2 octets

Access Address
4 octets

PDU
2 – 256 octets

CRC
3 octets

CTE
16  to 160 µs

PDU – Packet Data Unit ◆ CRC – Continuous Redundancy Check ◆ CTE – Continuous Tone Extension 
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Bluetooth Low Energy – 2.4 GHz ISM spectrum use

37 data channels (LE 1M, LE 2M, or LE Coded) in adaptive frequency hopping

37 0 1 2 3 4 5 6 7 8 9 10 38 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 39

2.402

2.404 2.408 2.412 2.416 2.420 2.424

2.406 2.410 2.414 2.418 2.422 2.426

2.428 2.432 2.436 2.440 2.444 2.448

2.430 2.434 2.438 2.442 2.446 2.450

2.452 2.456 2.460 2.464 2.468 2.472

2.454 2.458 2.462 2.466 2.470 2.474

2.476 2.480 GHz

2.478 GHz

IMS band : 2.400 – 2.4835 GHz                

3 primary advertising channels (LE1M, or LE coded)
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Bluetooth® certification processes

Bluetooth® SIG qualification program

• RF/RF-PHY conformance
• Protocol/profile conformance
• Profile Interoperability, etc.

Regulatory certification processes

• RF conformance
• EMC certification
• Safety certification
• Application specific certification e.g. 

medical
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Bluetooth LE RF pre-qualification testing 
Test Cases

. 5.0 BLE Testcases Rel. 5.1

Blocking Tests

Test Cases up to Rel. 5.0 Test Cases Rel. 5.1
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Bluetooth® LE Direct Test Mode (DTM)

Tester

RF (RX/TX)

2-wire 
UART

HCI via USB
or RS232

◆ DTM was introduced in Bluetooth® 4.0 
specification together with Bluetooth® LE

◆ Standardized non-signaling test mode with 
defined test interface and uniform 
commands

◆ DTM allows fast testing on all channels

◆ DTM works independent from the tested 
radio interface, but needs a wired 
connection to the DUT

Control
(upper 
tester)

Lower 
tester

Cable

DUT: device under test | EUT: equipment under test

DUT

Host

Application

Controller

HCI

DTM
Link 

L.

PHY Layer
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Direct Test Mode (DTM) use for RX and TX tests

Upper tester Lower testerEUT

LE_TRANSMITTER_TEST
LE_STATUS

LE_TEST_END
LE_PACKET_REPORT

LE_Test_Packet #n

LE_Test_Packet #1

LE_TEST_END
LE_PACKET_REPORT

LE_RECEIVER_TEST
LE_STATUS

LE_Test_Packet #1

LE_Test_Packet #m

Power vs. time

Spectrum ACP

Frequency deviation

Receiver sensitivity

Packet error rate

LE Test Packet 1

LE Test Packet n
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Typical Bluetooth® LE RF Transmitter  measurements

Power vs Time

Spectrum ACP

Frequency Deviation
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Typical Bluetooth® LE RF Receiver measurements
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What we learned over the last years in using DTM

Works very well for pre-conformance 
and conformance testing, but …

◆ test setups tend to become
more complicated,

◆ sometimes it is hard to find 
a plug for the control cable,

◆ control cabling could influence
the RF measurements
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Can we simply unplug the control cable?

Use the advertising 
procedure to test on 
advertiser channels

Perform measurements on 
data channels in 
connected state 

Adapt direct test mode to 
a radio-controlled
Bluetooth LE test mode
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Use of advertising communication for functional testing

Scanner

Advertiser 37 38 39

≤ 10ms

Adv. Event Adv. Event

≤ 10ms 0.. 10ms

37 38 39RX RX RX

RX RX

Advertising Interval (20 ms …. 10.24 s)

RX RX
Scan Window (≤ 40.96 s)

Scan Interval (≤ 40.96 s)

RX

Advertising Interval

ADV-IND
SCAN_REQ SCAN_RSP
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Bluetooth® LE Connected Mode

Tester
central

DUT
peripheral

C
H

 k

C
H

 k
+

1

Connection state established

Connection interval
(7.5 ms ... 4000 ms)

Frequency hopping

LL_FEATURE_REQ

LL_FEATURE_RSP

Allows testing of all data channels in frequency 
hopping sequence with the option to tests only 
data channels

Transceiver tests:
Tester sends Feature Request packets to DUT 
and DUT shall respond with Feature Response 
packets which can be used for related 
measurements.

Receiver Tests
Tester sends Feature Request packets to DUT 
with defined power and is looking for responses 
from the DUT to determine PER
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C
H

 k
+

1
Connection interval
(7.5 ms ... 4000 ms)

World’s first radio-controlled Bluetooth® LE Test Mode

LL control
PDUs

Test 
packets

Tester
central

DUT
peripheral

C
H

1

C
H

36

RF PHY TEST PACKETs

Connection state established
Test mode enabled

DUT

Host

Application

Controller

HCI

BLE
TM

Link 
L.

PHY Layer

Frequency hopping

Tester

Control
(upper 
tester)

Lower 
tester
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Demo
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• All test cases within the BLE RF-PHY-TS Test 
Specification are possible

• RF-PHY-TS compliant Transmitter and Receiver 
Tests for EUTs without wired control interface

• Requires changes to the EUT stack to facilitate
this test mode

– 5 new HCI commands and 4 new HCI events

– 4 new bits in the LE Event Mask

– 8 new LL Control PDUs (4 pairs of 
Request/Response)

Bluetooth LE Test Mode 
Implementation Details 
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Bluetooth LE RF test methods

BLE Advertiser
testing Mode

on advertiser channels

BLE Signaling
Connected mode

on data channels

DTM & BLE 
Test Mode

on all channels

CMW-KD611 CMW-KS601/720 CMW-KS601/KS720 + KS611/KS721

RF tests

Meas.
speed

depends on DUT 
advertiser interval

depends on DUT 
connection interval

very fast

Pre-conf.
tests

Not possible Not possible Possible

Test 

Strategy

Feature request/response

packets are measured only

RF Test PHY packets 

are measured 

Based on Scan Request/ 

Response packets
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What is the difference?

Direct Test Mode BLE Test Mode (BLE-TM)

Test setup  Complicated due to cabling ☺ Easy to use

Test coverage ☺ Test of all BLE channels ☺ Test of all BLE channels

Conformance tests ☺ All defined test cases ☺ All defined test cases

Prerequisite  DTM support of the DUT  BLE-TM support of DUT

Add. measurements n/a ☺ Bit error rate (BER)

Test control  DUT control via cable ☺ Radio link layer controlled
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Several possibilities to test and verify Bluetooth® Low 
Energy

Manu-
facturing

(Pre-) 
conformance

VerificationDesign

Direct Test Mode
Standardized non-signaling test

BLE Test Mode
Standard-conform testing 

Advertiser Mode
Quick & easy functional test

Connected Mode
Easy to use channel tests

Non-signaling Mode
Vendor specific test procedure Cable 

controlled

Radio
controlled

‘Normal
operation’

R&S® CMW270 R&S® CMW100Test automation and reporting available with R&S®CMWrun
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Thank you!
Questions?

The Bluetooth® word mark and logos are registered trademarks owned by the Bluetooth SIG, Inc. and any use of such marks by Ellisys is under license Other trademarks and trade names are those of their respective owners.

Contact Information
Name: Ute Philipp
Email: ute.philipp@rohde-schwarz.com
Phone: +49 170 79 15 852
Web: www.rohde-schwarz.com

Company Logo Here


